Enlighten.Net”

Systems Administrator

Department: Operations
Reports To: Director of Infrastructure

Location: Remote
Job Type: Full-Time
Experience Level: Mid-Level (3-5 Years)

Position Summary:

The Systems Administrator will be responsible for managing and supporting our core IT infrastructure,
including Windows Server environments, AWS cloud services, and Microsoft 365. This role requires a
proactive individual with strong technical skills, a collaborative mindset, and a focus on system reliability,
security, and performance. Exposure to JavaScript and C# is a plus.

Applicants must be authorized to work in the US and preferably near one of our existing locations
(Connecticut, North Carolina, Florida).

Key Responsibilities:

% Administer and maintain Windows Server (2016/2019/2022/2025) environments
Manage and support AWS infrastructure (EC2, S3, IAM, VPC, etc.)

Administer Microsoft 365 services (Exchange Online, SharePoint, Teams)

Develop and maintain PowerShell scripts for automation and system tasks
Perform routine maintenance and troubleshooting of SQL Server databases
Monitor system performance and ensure high availability and security
Implement and enforce IT policies, procedures, and best practices

Collaborate with internal teams on infrastructure projects and support needs
Stay up to date with the latest industry trends and technologies
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Required Qualifications:

«»+» 3-5 years of experience in a Systems Administrator or similar role
++ Strong knowledge of Windows Server administration

+»* Proficiency in PowerShell scripting

+» Experience with AWS services and cloud infrastructure

®

< Familiarity with SQL Server administration
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++ Solid understanding of Microsoft 365 administration
%+ Strong analytical and troubleshooting skills

% Excellent communication and documentation abilities
%+ Ability to work independently and as part of a team

Preferred Qualifications:

< AWS or Microsoft certifications (e.g., AWS Certified SysOps Administrator, Microsoft Certified:
Azure Administrator Associate)

Experience with infrastructure-as-code tools (e.g., Terraform, CloudFormation)

Familiarity with monitoring, logging, and backup tools

What We Offer:
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Competitive salary and benefits package.

Opportunities for professional growth and development.
A collaborative and supportive work environment.
Flexible work hours and remote work options.
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About Enlighten.Net, Inc.:

In 2004, Enlighten.Net was born from a family-owned software firm that built a strong reputation for
high-quality services and software. With a commitment to continue that tradition, and a focus on
document management, we began working with the wholesale distribution and manufacturing
industries. Since then, we’ve grown, our products have evolved into industry leading tools used by tens
of thousands of people in hundreds of companies every day. Our customers know us for our
unparalleled customer service and commitment to high-quality, customer driven development.
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Version Information

Version Date Author Comments
1.0.0 7/16/2025 JPL Document Creation
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